	[image: image1.jpg]Insert District
Logo




	Privacy Impact Assessment for
 ArcGIS Online 
PIA# [assigned by your privacy office(r)]




Part 1 – General

	Name of District:

	<Name> Board of Education – SD <##>

	PIA Drafter:

	<Name, Title of School District Contact>

	Email:

	<Email of School District Contact>
	Phone:

	<Telephone # of SD Contact>

	Program Manager:

	<Name, Title of initiative contact, if different from PIA Drafter>

	Email:

	<Alternate to the above>
	Phone:

	<Alternate Telephone #>


	


Please do not remove any parts of the PIA.  Where a section does not apply, enter “Not Applicable.”
NOTE TO DISTRICTS:

The informational RED text throughout this document should be removed from the final version of your edited District’s PIA. Also, the general information in the blue textbox above is intended for those other than ERAC members and is to be removed upon completion this PIA. Your personalized PIA becomes your district’s property and is managed under your School District’s authority, not ERAC.

The GREEN text throughout this document is suggested information that may or may not be appropriate for your district and thus it may require your district PIA drafter to edit the content.
We understand that your District has chosen to make use of a specific product or service as listed in the title of this document and by conducting a Privacy Impact Assessment, it will help ensure your District is compliant with the Freedom of Information and Protection of Privacy Act (FIPPA); your School District’s Use Policy; and, provide documentation on your organization’s transparency processes when introducing new programs or services that may involve the collection, use and disclosure of personal information.

The completed PIA is your evidence that due diligence has been applied while providing staff with awareness and education
al opportunities needed to monitor new initiatives introduced into your school district. 
To assist you in the assessment of the above initiative, this Privacy Impact Assessment (PIA) has been partially completed for you. Please review and edit this document carefully to ensure that it accurately reflects the intent and scope of your initiative. It is your responsibility to ensure that the information in this PIA is accurate and complete.
1. Description of the Initiative

This Privacy Impact Assessment (PIA) is to facilitate the deployment of ArcGIS Online (AGOL) a geographic information system that allow users to display information about places in a variety of ways including maps, charts and tables. Since AGOL only tracks school IP addresses for the purposes of product evaluation, there will be no opportunity for students or staff to provide identifying information to the software provider, ESRI Canada Ltd.   

AGOL allows students to capture, manage, analyze, and display all forms of geographic information so that they can question and interpret relationships, patterns and trends in real world data with local to global implications so they may understand phenomena in our constantly changing world. The use of a Global Information System (GIS) in the classroom helps foster spatial literacy and awareness; critical thinking; and, problem solving skills identified and needed in today's workforce. Throughout the education process the use of this program will help promote good citizenship and community participation as it aligns with current BC curriculum expectations.
AGOL can be used in many subjects across several disciplines to enhance teaching and learning. It not only allows students to describe the location of real world phenomena, but it also allows for the examination of why things are where they are, how they got to be there, and to explore ‘what if’ scenarios to predict change. With a GIS, students can explore events, relationships, trends, and conduct spatial analyses that can be represented in maps, graphs and reports.
AGOL only tracks school IP addresses, and there will be no opportunity for students or staff to provide identifying information to the software provider, ESRI Canada Ltd. Some user activity may be monitored and collected by ESRI for the purposes of product evaluation, but there is not a reasonable expectation that such use could or would be used to re-identify any individual user.  Students and staff will be instructed not to provide any personally identifiable information.
Vendor: Esri Canada Ltd. 1130 W Pender St #610, Vancouver, BC V6E 4A4 (604) 682-4652
2. Scope of this PIA

ERAC is a cooperative member-based organization. The organization works in partnership with their members, BC public school districts as well as independent schools. Their goal is to support quality education for public and independent K-12 students.  A range of services are available to its members including evaluating, licensing and acquiring print, software, and digital learning resources. 

As part of ERAC’s due diligence, ERAC has an established rigorous, criteria-based evaluation process for evaluating products that have come to their attention via membership recommendations. Using ERAC trained BC classroom teachers as evaluators, products are placed into an online collection. Once they have met the provincial standards and are appropriate for use in BC classrooms an approval is granted and an agreement is made with the vendor.
The ERAC member agreement for ArcGIS Online provides all K-12 schools in BC free access. The vendor contract went into effect on July 1, 2016 and concludes on June 30, 2019. 
School District <##> has examined all the risks associated with privacy and security for our users as required under s.69 (5.3) of the FIPP Act.  During our implementation, a notice will be sent to our staff advising them of the details of the program as outlined on the ERAC webpage.
There are two audiences: elementary and secondary, teachers and students. ERAC’s product evaluation for the elementary students indicates that, “ArcGIS Online – Elementary is a geographic information system that supports the elementary social studies curricula in the areas of human and physical environment, mapping, and critical thinking.” In our secondary school product evaluation, it states that, “ArcGIS Online is an advanced geographic information software for spatial analysis, data management, and mapping.”
For the elementary audience, the resource moderately supports the social studies curricula K-7 in the areas of human and physical environment, mapping, and critical thinking. Although AGOL presents opportunities to engage in active learning and group work, it is best suited for independent work in grades 5 to 7. The resource provides lesson plans targeting the development of independent skills through accessing and analysing maps, analysing layers of data, and compiling information.
For secondary students, the resource will extensively support Grades 9 through 11 Social Studies and Grades 8 and 10 Science. The resource engagement, curricula and grade level, will be dependent upon the teacher creating the maps. Through the creation and use of maps, students develop higher order thinking skills that are essential to addressing environmental, social and economic issues in the 21st century workplace.
<Note to Districts: This free public account does not have access to the Living Atlas of the World, a database that includes vetted references and thematic maps.>
3. Related Privacy Impact Assessments

Should students or parents wish to use this product at home, as of April 12, 2016, the BC Government Communications and Public Engagement, Team Lead, for DataBC Access Services (PIA# GCPE15025) signed a PIA for the use of this product if used without personal information. 
DataBC, is the 2016 Premier’s Regional Award Finalist for organizational excellence that actively participates in the BC Government’s internet services which encourages and enables the strategic management and sharing of data across the government enterprise and with the public.  It is responsible for the Open Data initiative and the Province’s Spatial Data Infrastructure and associated products and services.

Elements of Information or Data
ArcGIS Online does not require the use of any identifiable personal information and that a generic school account will be opened using the school’s email address. As this program does not require the use of any identifying personal information the user will find that there are three aspects to the information or data involved in AGOL: Account Holder information that can be viewed by educational staff and students on the AGOL Web Map/app; information about the users who views the AGOL Web Map/App and, Users of Web Maps and apps. Because the program’s data is hosted in the cloud, <School District Name)> has given consideration of our obligations under the Privacy legislation of the province. 
a. Account Holder Information 
i. The Users are provided privileges by the school district to author, create and share maps in AGOL.
ii. If a User has authored a map which is made available to others, the User’s school email account can be made private and only display the users assigned name and the name registered. Both the user name and the name used to register can be something generic such as Student One. For example
	Email
	First Name
	Last Name
	User Name
	Role

	igreensmith@esri
	Student
	Two
	StudentBC1
	Student

	igreensmith@esri
	Student
	Three
	StudentBC2
	Student

	igreensmith@esri
	Student
	Four
	StudentBC3
	Student


Note: to ensure that personal information is not used for an account, during staff training the teacher is shown how to define and assign the user name and password for each student. The teacher can submit the attached information on behalf of their students. 
b. Web Maps and Apps
i. In respect to ensuring content displayed in a Map/App is not personal or sensitive information, the Map author or creator are bound by their:
1. School Districts Acceptable use contract, and
2. The ERAC License Agreement No. 30650 that are agreed upon as part of the Account Administration process.
c. Users of Web Maps and Apps
AGOL will collect the Internet Protocol (IP) addresses of each school site of anonymous users who access Maps in AGOL. This will be done through the use of “cookies”.
I. Information from the ArcGIS online Privacy Policy includes the following:

a. Collection – Certain information, such as the Internet Protocol (IP) address of your computers, may be stored through the use of “cookies” intended to speed access to ESRI information and services. A cookie is a small file that can be used to tell the district when users visited their website and track users browsing preferences. ESRI does not use cookies to store information such as credit card numbers, telephone numbers, or information that the user provides. To maintain complete privacy, users can disable the browser’s ability to accept cookies.
b. Choice – Other than as described in the Privacy Policy, ESRI will not disclose or authorize others to disclose your personally identifiable information unless required to do so by law or in the good faith believe that such an action is necessary to (1) conform to legal requirements or prevent fraud or imminent harm, (2) protect and defend the rights or property of ERSR, or (3) as part of a transfer of assets to a successor in interest. Except as stated, ERSI does not rent, sell or otherwise share, personally identifiable information.
c. Legal Disclaimer – ESRI reserves the right to disclose our User information (IP addresses) as required by law and when ESRI believes that disclosure is necessary to protect our rights and or comply with a judicial proceeding, court order or legal process served on our School District’s website.
d. Our School District may collect the IP address of each of its schools for the purposes of program implementation, tracking the use and identifying educational sites that require technical support. Esri does not make contact directly with students, but there may be scenarios where they contact a teacher ESRI will maintain IP statistics as a measure of use by the ERAC membership and that no attempt to contact or identify student users will be made by them.

Part 2 – Protection of Personal Information

4. Storage or Access outside Canada

ArcGIS Online is designed as a secure system with controlled access. Given that this software is web-based, it is accessible outside of Canada but only for those maps/applications that have been published as “Publicly accessible”. From a security perspective, the ArcGIS Online Security, Threat and Risk Assessment (STRA) (RS3036) has been completed by BC Government Communications and Public Engagement Ministry’s PIA #GCPE15025 as reported by the Team Lead for DataBC Access Services in their PIA. The ArcGIS Online is a scalable and secure cloud-based Software Services hosted by Esri Canada.
5. Data-linking Initiative* - Not applicable
Data linking" means the linking or combining of personal information in one database with personal information in one or more other databases if the purpose of the linking or combining is different from:
(a) the purpose for which the information in each database was originally obtained or compiled, and (b) every purpose that is consistent with each purpose referred to in paragraph (a). I.e. in the case of an online product where the purpose of the linking is not different than the reason for which the information was originally obtained or compiled.
	In FOIPPA, "data linking" and “data-linking initiative” are strictly defined. Answer the following questions to determine whether your initiative qualifies as a “data-linking initiative” under the Act. If you answer “yes” to all 3 questions, your initiative may be a data linking initiative and you must comply with specific requirements under the Act related to data-linking initiatives.

	1. Personal information from one database is linked or combined with personal information from another database;
	no

	2. The purpose for the linkage is different from those for which the personal information in each database was originally obtained or compiled; 
	no

	3. The data linking is occurring between either (1) two or more public bodies or (2) one or more public bodies and one or more agencies.
	no

	If you have answered “yes” to all three questions, please contact your privacy office(r) to discuss the requirements of a data-linking initiative.
	


6. Common or Integrated Program or Activity* - Not applicable
With respect to a “common or integrated program or activity”, this is a voluntary designation under FIPPA. A school district may choose to designate a program or activity as such when it needs to make use of s. 27(1)(e) or s. 33.2(d) of FIPPA as authority for indirect collection or disclosure of personal information.  However, in the case of a school district’s disclosure of student information to a vendor, the disclosure is likely authorized by s. 33.2(c), (see Appendix C - Disclosure in this document) as being a service provider of the district. It is therefore not necessary for the district to designate the program as a common or integrated program or activity.
	In FOIPPA, “common or integrated program or activity” is strictly defined. Answer the following questions to determine whether your initiative qualifies as “a common or integrated program or activity” under the Act. If you answer “yes” to all 3 of these questions, you must comply with requirements under the Act for common or integrated programs and activities.

	1. This initiative involves a program or activity that provides a service (or services);
	no

	2. Those services are provided through:
(a) a public body and at least one other public body or agency working collaboratively to provide that service; or 

(b) one public body working on behalf of one or more other public bodies or agencies;
	no

	3. The common or integrated program/activity is confirmed by written documentation that meets the requirements set out in the FOIPP regulation.
	no

	Please check this box if this program involves a common or integrated program or activity based on your answers to the three questions above. 


	


* If your initiative involves a “data-linking initiative” or a “common or integrated program or activity”, advanced notification and consultation on this PIA must take place with the Office of the Information and Privacy Commissioner (OIPC).  Contact your public body’s privacy office(r) to determine how to proceed with this notification and consultation.  
7. Personal Information Flow Diagram and/or Personal Information Flow Table

In the use of AGOL, a User’s IP address is automatically collected as a result of accessing the site or a AGOL Map or Application. There is no personal information requested from the User. 
Any additional collection of personal information by the School/District created with in the AGOL framework will require a separate PIA to be completed as part of that School/District’s activities.
8. Risk Mitigation Table

Not applicable.
9. Collection Notice

<School District> does not collect, use or disclose personal information using ArcGIS Online. IP addresses are only used to authenticate the product for the school. The school will caution staff and students not to include any personal information when using the product.   The IP addresses collected by Esri are used to monitor membership usage statistics. For further information, see Esri Privacy Policy at : http://www.esri.ca/en/content/privacy-policy. Should you have any questions about the collection of this information please contact <drafter of this PIA as noted on 1st page>.
Part 3 – Security of Personal Information

10. Please describe the physical security measures related to the initiative (if applicable). 
If a teacher or staff member did enter personal identifiable information despite been given instructions and training not to do so, the district program administrator could have that user removed and then given them a new anonymous user account.
11.  Does your branch/department rely on any security policies? 
As outlined in District Acceptable use policies. 
12. Please describe any access controls and/or ways in which you will limit or restrict unauthorized changes (such as additions or deletions) to personal information.
Controlled by assigned School/District learning resources administrator.
13. Please describe how you track who has access to the personal information.

 Access given by School/District program administrator to assigned teachers teaching the students using the program.
Part 4 – Accuracy/Correction/Retention of Personal Information
14. How is an individual’s information updated or corrected? If information is not updated or corrected (for physical, procedural or other reasons) please explain how it will be annotated? If personal information will be disclosed to others, how will the public body notify them of the update, correction or annotation?
<School/District program administrator that has been given access by Esri which will be responsible for documenting changes. Staff are notified by program administrator and students are notified by classroom teacher.>
15. Does your initiative use personal information to make decisions that directly affect an individual(s)?  If yes, please explain.
No
16.  If you answered “yes” to question 17, please explain the efforts that will be made to ensure that the personal information is accurate and complete.

Not applicable.  
17. If you answered “yes” to question 17, do you have a records retention and/or disposition schedule that will ensure that personal information is kept for at least one year after it is used in making a decision directly affecting an individual?

Not applicable. 
Part 5 – Further Information

18. Does the initiative involve systematic disclosures of personal information? If yes, please explain.

No 
19. Does the program involve access to personally identifiable information for research or statistical purposes? If yes, please explain.

No 
20. Will a personal information bank (PIB) result from this initiative? If yes, please list the legislatively required descriptors listed in section 69 (6) of FOIPPA. Under this same section, this information is required to be published in a public directory. 
No 
	Please ensure Parts 6 and 7 are attached to your submitted PIA.


	
	
	
	
	


Part 6 –  Privacy Office(r) Comments

This PIA is based on a review of the material provided to the School/District Privacy Office(r) as of the date below.  If, in future any substantive changes are made to the scope of this PIA, the School/District will complete a PIA Update and submit it to the School/District Privacy Office(r).

<District Note: esri Canada Privacy Policy – (http://www.esri.ca/en/content/privacy-policy) 
Our School Districts will need to check periodically to see if there are any further changes with esri Canada’s privacy policy as it is subject to change from time to time.
	Privacy Officer/Privacy Office Representative


	
	Signature
	
	Date




We can not say with any degree of certainty what the unintended consequences could potentially arise out of the use of the user’s data if it were to be shared with others. If users were to transfer their data on a personal email account, even though they have been directed not to do so, the school district will not know for certain, whether their data is being ‘touched’ by an agency outside of the country. In other words, we would not know if the data that is being collected and stored on our secure district server/ vendor’s server is being potentially indirectly used, other than what has been described in the scope of this PIA. 

Also, unless a current Agreement otherwise specifies differently, or if the district directs in writing, the vendor must not disclose any personal information outside of Canada.
Part 7 – Program Area Signatures

	
	
	
	
	

	Program/Department Manager
	
	Signature
	
	Date



	Contact Responsible for Systems Maintenance and/or Security (Signature not required unless they have been involved in this PIA.)

	
	Signature
	
	Date



	Superintendent
	
	Signature
	
	Date




	A final copy of this PIA (with all signatures) must be kept on record.


If you have any questions, please contact your School/District’s privacy office(r) or call the OCIO’s Privacy and Access Helpline at 250 356-1851.

This template PIA is the property of ERAC and asserts copyright over its contents. ERAC provides authorization to its members in good standing to use and modify this document, but non-members must first obtain the written consent of ERAC for any use or modifications of this document.








If no personal information is involved, please submit Part 1: (Questions 1 -4), Part 6: Privacy Officer(s) Comments and Part 7: Program Area Signatures to your privacy office(r). �





If personal information is involved in this initiative, continue to the next page to complete your PIA.











�Remember to remove the blue textbox above and all red text notes once you have completed this PIA.


�Aside from the protection of privacy for users, this statement is to help reinforce with our audience i.e. our ERAC contacts, the additional benefits associated with completing the PIA process.





Please note: the comments and opinions expressed in this document are to help illustrate the content needed to complete a School/District PIA. This information does not constitute ERAC or OIPC approval of the initiative being consulted on or fetter the Commissioner’s discretion should the initiative later be the subject of a complaint or investigation. It remains the responsibility of public bodies to ensure that they comply with their duties and obligations under applicable law.

